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The Main Goal

Protecting stream ciphers against side channel attacks.

A side channel attack is an attack on the physical
implementation of a cryptosystem.

Power consumption is one of the physical characteristics of a
system which can be used as a source of information to reveal its
structure (Differential Power Analysis).

In DPA attack an observer records a large number of power
traces while the device encrypts or decrypts data.



Typical Solution

Masking the power variations by pushing the
current consumption always to a constant
value (maximum).
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Our Ildea

* We mask the power in 2 or 3 different levels by defining
the current level of the cipher based on the switching
activity of its FSRs.

* We have lower power overhead compared to other
methods.
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Stream Cipher Architecture

 The FSRs take more than 50% of the total area and power of the cipher.
* FSR hardware contains

— Sequential blocks (shift registers)

— Combinational blocks (feedback function)

e Sequential blocks take more than 50% of the total area of FSRs.
* Therefore:
e Cipher total power = FSRs power consumption = FSRs Switching activity

FSRs Switching activity = cipher total power
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Relation between FSR internal values, switching
activity, power consumption and security
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Average power consumption of a 5 bits FSR in each
clock cycle.
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Keys and Switching Activity

* In n bits FSR, the number of cases with
switching activity i is equal to binomial
coefficients of i out of n
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90% of the keys have
switching activity
between 50 and 100.
Therefore they have a
same range of power.
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* |n each clock cycle, the switching activity of
the FSR can:

f1 £2 3 f4
FF FF —— FF FF —— FF

In out

In f1 f2 f3 f4 out status switching time

1 11 1 1 - - 0 initial
increasebyone ==0 11 1 1 1 +1 1 t1
remainconstant =0 0 1 1 1 1 No change 1 t2
decreasebyone =1 1 1 0 0 1 -1 2-1=1 t5
remainconstant =1 01 1 1 0 No change 1 t7
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Relation between switching activity
and total power
in 160 and 256-bits FSRs.

Property 3 Level 2 Level

L1 L2 L3 L1 L2

(Max) (Max)
# state 50% 49% 1% 98% 2%

160
bits Power 65% 83% 100% | 74% 100%
(PL/Pmax)
# state 50% 50% ~0% 99% 1%
256

bits Power 64% 75% 100% 70% 100%
(PL/Pmax)




Power Masking Algorithm and Implementation

Our design contains analog and digital Analog blocks
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A SPICE Simulation

e A SPICE simulation of the current pattern of Grain-80 using our
countermeasure.

* The cipher always has switching activity lower than 60. Therefore,
after the initialization phase is completed at time 160 us, the cipher
switches to Level 1 and the current consumption decreases by 31%.
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Experimental Results

Improvement compared to Protected Grain with

only one power level:

*Grain- 80
—Average power improvement : 20%
—Maximum power improvement : 31%
—Area overhead (the comparison is done only
between digital blocks): 16%

*Grain- 128
—Average power improvement : 25%
—Maximum power improvement : 35%
—Area overhead: 14%



Security Considerations
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Security Considerations

Grain-80 Levels Measurements To
Disclosure (MTD)

Unprotected L1220 188

Protected with two L1<110 > 1M
power level L2>110
L1<81

80<1L2<128 556
Protected with L3>129
three power level L1 < 64

65<1L2<128 8k

L3>129



Conclusion

* We masked the power in different power levels
* Hardware:
— For Grain-80: Average power improvement : 20%
— For Grain-128: Average power improvement : 25%
* Security :

— Grain-80 with three power levels has MTD equal
to 556.

— Grain-80 with two power levels has MTD higher
than 1M.



How does the switching activity
change during operation?

* For Grain-80, in average the switching activity increases
by 33 while the cipher produces 10k bits data.

98% of the times, the switching
activity is changing less than 45.
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